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Introduction.

Your network wiring is generally transparent to all your employees, but it is at the heart of your plant. Everything uses 
the network wiring to exchange information and your wiring must be designed for performance, reliability, and growth. 
Wiring your plant sounds simple until it comes time to do it. Then suddenly there are a lot of decisions you must make.

There are some basic rules of thumb to apply when wiring your plant: 

Always certify your cable drops. Regardless of what cabling options you choose, before connecting all your 
devices, you should certify the cable to ensure it meets the standard you are using it for. Normally, if you use 
professional data network contractors to cable your plant, they should certify the cable as part of the process. 
Certifying the cable means that you check all the following across the full distance of the specification with 
something like a Fluke DSP-4000 Cable Tester. Failure to do so can cause performance and reliability problems 
that will impact production and frustrate operators. 

Network cabling should not be considered a normal capital expense like a desktop computer or a server. The 
cabling effectively becomes part of your building and, network cabling is not changed out as often as computers 
and printers. So, when making purchasing decisions, these should not be for the short-term but for the long-term. 
When making your purchasing decision is to assume cabling has a 10 to 15-year or longer life span on average. 

Cabling choices should be consistent throughout the path. If you are using CAT 6a cabling, you should use CAT 6 
the entire path to your network switch. We have seen customers that plugged a CAT 5e cable into a wall jack and 
not achieve GbE speeds only to find that inside the wall was CAT 5 cable.
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CAT 5e cable became available in 1999 and was the first copper UTP cabling type to support 
1-Gigabit Ethernet network speed, which today is the minimum someone should consider for 
their network and basically the minimum requirement for Heidelberg products. CAT 5e is an 
enhanced version of the legacy CAT 5 cables and the oldest cabling category on this list. It is also 
the least expensive. CAT 5e cables consist of 24-gauge wires. The frequency bandwidth of CAT 
5e cables is rated at 100MHz. A 100-foot CAT 5e cable would cost you about $14.95 today. CAT 5e 
cable tends to have a higher delay and skew than CAT 6 or CAT 6a cable. That means that even 
though both CAT 5e and CAT 6 can do 1 Gigabit networks, CAT 5e may have a longer delay for 
the signal to get from one side to the other, which will give the appearance that it runs slower.

CAT 6 cable became available in 2002 and was the first copper UTP cabling type to support 
10-Gigabit Ethernet network speeds between 37 and 55 meters. CAT 6 cables consist of 23-gauge 
wires. The frequency bandwidth of CAT 6 cables are rated at 250MHz. Compared to CAT 5e 
cable, CAT 6 cables offer reduced signal loss, less crosstalk with other cables, and two-way 
communication on each pair of wires due to a tighter twist in the cables. A 100-foot CAT 6 
cable would cost you about $21.95 today.

CAT 6a cable became available in 2008 and is an augmented version of the first-generation CAT 6 
cables. CAT 6a is the first copper UTP to support 10-Gigabit Ethernet at 100-meters. CAT 6a cables 
are also 23 gauge; however, they are substantially thicker than CAT 6 cables due to the tighter 
winding of the wires. This creates more copper per inch as well as the layer of extra-thick plastic 
around the wires themselves. The frequency bandwidth of CAT 6a cables is rated at 500-MHz. A 
100-foot CAT 6a cable would cost you about $27.95 today. Compared to CAT 5e and CAT 6 cables, 
CAT 6a cables offer less cross talk, and less signal loss. CAT 6a has improved signal-to-noise ratio 
resulting in fewer CRC (Cyclic Redundancy Check) errors. CAT 6a is also able to perform 
at higher temperatures and will perform more consistently over longer distances.

CAT 8 cable became available in 2016 and is the first copper UTP to support 25- and 40-Gigabit 
Ethernet at 30-meters. CAT 8 cables are 26 gauge. The frequency bandwidth of CAT 8 cables are 
rated at 2000 MHz. A 100-foot CAT 8 cable would cost you about $34.95 today. CAT 8 cables 
wrap each twisted pair in foil to virtually eliminate crosstalk. 
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Cable types.

One of your first decisions will be what type of cable should you use. Good wiring is the foundation of a good network. 
Having confidence in your wiring can save time and money when troubleshooting issues that may arise.



Heidelberg Guidance
Our current guidance is as follows:

• Use CAT 8 to interconnect network appliances like Firewalls, Routers, and Switching as well as any other
 infrastructure devices that are near those devices.

• Use CAT 6a to connect Heidelberg products and those that communicate with them to the LAN Switches
 If you are looking for a cable that will provide for the future, CAT 6a will give you the best performance
 and reliability at an affordable price.

• Always connect your Heidelberg equipment with a “Home Run” to the Network Switch that handles your
 print production, if within 100 meters. Use only a single cable directly connected. Avoid RJ45 couplers,
 connecting through VOIP phones, daisy-chaining network switches, etc. 
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This approach has several downsides:

• Each Switch becomes a single point-of-failure. This will be harder to troubleshoot if the switches are in hard
 to-reach places like mounted to the ceiling.

• Each Switch must look at the packet header so it can determine where to forward packets. This will cause
 transmission to be slower the more Switches the data has to traverse.

• Each of those Switches will have to be managed/maintained/upgraded, etc.

The better approach would be to achieve long distance connections using a Fiber Optic connection. Fiber Optic 
cable provides some solution for limitations that copper in applications where you have any of the following 
requirements: Distance: signals can be transmitted further without needing to be "refreshed" or strengthened 
Compatibility: everything else is fiber. Interference: Greater resistance to electromagnetic interference

In most print shops you will find copper cable. When over 100 meters, some customers opt to daisy-chain multiple 
low-end Network Switches together.

Long distance cable runs
to the pressroom.
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For those long runs to the Pressroom, we recommend that you use Single Mode Fiber. The advantage of Single Mode 
Fiber is if in the future you ever needed to change to 40-GbE instead of 10-GbE you just replace the connectors (and the 
Switch or Transceivers). You can use either OS1 or OS2 since it is indoor, and the distance is under 2 kilometers (these 
cables can be mixed in an installation). OS1 and OS2 fibers have different attenuation — OS2 fibers have two times fewer 
losses than OS1 fibers. We would recommend that you use OS2 for connecting the Pressroom. You want to terminate 
it with the LC (Latched Connector) for 10- GbE; which is the newer of the connectors. It is usually a yellow cable with a 
blue connector.

We always recommend that you run a second cable via an alternate path to provide redundancy. Obviously, you will 
have to decide where in the pressroom you want the cable run to. We suggest a wall mount shelf that you will mount 
the Switch on and run the CAT 6a or higher copper cable to the devices from there. You should raise this high enough 
so no one could mess with it and you would need to have an electrical outlet nearby. You should also get a low-cost UPS 
for the Switch just to protect it during “brown-outs” and surge protection.

When using fiber, you have two options: Multi-Mode Fiber (MMF) or Single-Mode Fiber (SMF). The difference is 
the way the fiber is driven. Transceivers for MMF are Light Emitting Diodes and multiple beams of light, while 
transceivers for SMF are lasers and optics and a single pulsed beam of light

Multi-Mode Fiber has several categories of cable (OM1 – OM4) – the OM stands for “Optical Multimode.”

Single-Mode Fiber only has two categories (OS1 or OS2); unlike Multi-Mode Fiber which has five Categories (OM1 – OM5). 
Here is the difference:

MMF
Category

Name

OM1
OM2
OM3
OM4

Standards
Construction
Application
Attenuation
Distance
Price

ITU-T G.652A/B/C/D
Tight buffered
Indoor
1.0db/km
2 km
Low

ITU-T G.652C/D
Loose tube
Outdoor
0.4db/km
10 km
High

1GbE

OS1 OS2

275m
550m
860m
860m

100GbE
N/A
N/A
70m
100m

10GbE
33m
82m
300m
400m

40GbE
N/A
N/A
100m
100m
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Radio Frequency Interference, or RFI, is noise that occurs from electrical disturbance within the radio frequency spectrum. 
This can occur from natural sources (like solar flares and lightning) and man-made sources (like cellular networks, 
radios and televisions transmissions, cordless phones, intercoms, Wi-Fi and Bluetooth devices).

If you have RFI, you will need to locate source of the noise and relocate either the source or the cable, or switch to 
Fiber Optic cable. There are RF Detectors available that can help locate the source. To reduce RFI, shielded cables and 
connectors can be used, or switching to fiber optic cable.

• Keep cable shorter – using an unnecessarily long cable can exasperate any such problem, because it also makes 
the cable a better antenna. Routing cables close to such ground planes as metal racks or concrete floors will 
reduce antenna effects. Never coil excess cable length.

• Use ferrite clamps.

Radio Frequency Interference (RFI)

Electromagnetic Interference, or EMI, is electrical noise induced in cabling by nearby electrical equipment such as 
motors, air conditioners, microwave ovens, fluorescent lights, thermostats, elevators, cell phones and power lines. EMI 
is a form of radio wave (like those emitted by broadcasting antennas) that can interfere with the transmission of signals 
across the network cable causing downtime and data errors. In some cases, that interference is temporary, but in other 
cases, it is a problem. EMI is only a problem with copper cabling. EMI in copper cabling can be reduced to acceptable 
levels by the following:

• Avoid tie-wrapping your network cable with other network cables or power or Audio/Visual cables.

• Avoid running network cable by equipment that produces electrical noise like microwaves, and fluorescent lights.

• Use shielded twisted-pair (STP) cabling or fiber-optic cabling instead of unshielded twisted- pair (UTP) cabling

• Use pre-manufactured cable whenever possible.

If you have EMI, you will need to locate source of the noise and relocate either the source or the cable, or 
switch to Fiber Optic cable. There are EMI meters available that can help and there are also filters you 
can plug into outlets that reduce the dirty electricity that may be present on electrical wiring.

Electromagnetic Interference (EMI)



Should I buy rolled or pre-cut cable?
Rolled cable is cheaper and is typically used when running cable within walls and ceilings, or for very long runs. It 
comes in 1,000-foot rolls and must be cut and terminated with RJ-45 plugs. Pre-cut (and terminated) cable is what 
should be used for connecting devices to wall jacks, particularly for short runs. If you are making multiple runs to the 
same location, it is sometimes more efficient from a labor and convenience perspective to have more boxes to pull cable 
at the same time. It is even more important to certify your cables with something like a Fluke when you plug your own 
RJ-45 connectors on rolled cable.

Crosstalk in network cables is caused by the transfer of alternating electrical signals between pairs. Signals on 
one pair cause noise on another pair. The crosstalk noise can negatively affect the link performance.

There are two type of crosstalk:

• Near-End crosstalk (NEXT) happens when a signal from a transmitter at one end of a cable interferes with 
 a receiver at the same end of the cable. This is usually caused when the cable is left untwisted for more than
 the spec allows (usually ½ inch), or when the cable is tie-wrapped in bundle with other cable that is linked
 or transmitting data. The first thing to do is double-check each end to verify that not too much wire was
 unraveled when crimping.

• Far-End crosstalk (FEXT) occurs when a signal interferes with a receiver at the opposite end of the
 cable from the transmitter. This is usually caused by the RJ45 plug or jack. First, try replacing the
 connector, or if the problem appears to be caused by the mating of the two (plug and jack), try plugs and
 jacks from the same vendor.

There is a third type of crosstalk called ANEXT (Alien crosstalk). This is only in 10-Gigabit Ethernet transmissions 
because they operate at a higher frequency (500MHz for Cat6a). ANEXT can depend on the type of cable: cable 
jacket, cable length, cable twist density, the proximity of adjacent cables and connectors, and EMI. Patch panels 
and connecting hardware are also affected by ANEXT.

What is Crosstalk?
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Should I use Plenum or PVC cable?
In most print shops you will find PVC cable. Plenum cable consists of pairs of insulated wires with a special coating 
that provides fire-resistant properties (low-flame and low smoke producing). PVC cable, on the other hand, has an outer 
polyvinyl chloride jacket that gives off toxic fumes when it burns. Local and national building codes and fire codes may 
have stringent requirements when plenum cable must be used. You should check this out with your city, county and 
state. Plenum cable is about three times the price of PVC cable.

Should I use unshielded and shielded cable?
In most print shops in the U.S., you will find unshielded cable. The cable consists of pairs of insulated wires that 
are twisted around one another to minimize interference from external electromagnetic radiation. To minimize 
interference with other pairs, the rate of twisting in each pair differs. Most early networks required shielded 
cables; however, advances in electronics, signal processing, and error-correcting codes have allowed high-speed 
communication over Unshielded Twisted Pair (UTP) cable. Shielding is a protective sheath that surrounds and protects 
the wires of the cable from electromagnetic interference (EMI). You will want to use shielded cable when you cannot 
avoid areas with high EMI. Shielded cable is more expensive than unshielded cable.

Should I use solid or stranded cable?
In most print shops you will find solid cable. When choosing copper network cable, you can purchase solid-conductor 
cable or stranded cable. Two factors that most commonly affect which kind you use are price and personal preference. 
In terms of price of stranded cable is more expensive than solid. As far as personal preference, whoever will be 
responsible for installation of RJ45 plugs on the cable sometimes has a preference on what they feel most comfortable 
working with. From a technical standpoint, solid cable is usually recommended for use in runs between two wiring 
closest or from the wiring closet to the wall plate. Solid conductor cable shouldn’t be bent, flexed, or twisted repeatedly. 
It's designed for both backbone and horizontal cable runs. Its attenuation (reduction in the strength of the signal) is 
lower than in stranded conductor cables. Stranded cable, on the other hand, is recommended for use in shorter runs 
between Network Interface Cards (NIC) and wall plates or between concentrators and patch panels, hubs, and other 
rack-mounted equipment. Stranded conductor cable is much more flexible than solid-core cable. However, attenuation 
is higher in stranded-conductor cable, so the total length of stranded cable in your system should be kept to a minimum 
to reduce signal degradation in your system. Stranded cable is approximately twice the price of solid cable.

Solid
cable

Shielded
cable

Stranded
cable
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Summary:

The wiring of your plant can have a definite effect on the performance and reliability of your print production. The issues 
you could experience are not always that obvious. A wiring issue could present itself as a product issue. Unless you have 
the tools and knowledge to diagnose properly, these types of issues can go on for a long time and effect productivity and 
revenue.

Rather than waiting for an issue to arise and then trying to troubleshoot, it is better to modernize your wiring and  
certify things with testing equipment and document everything clearly and in detail. It is important to protect your 
investment in your print manufacturing since that is your core business.

To view or download all of our Technical White Papers visit: https://news.heidelbergusa.com/whitepapers/

Please direct any questions regarding this document to Eugene F. O’Brien,  
Senior Technical Support Analyst at: (770) 794-6205 or eugene.obrien@heidelberg.com 

 
Please note: The information provided herein is being delivered to you “as is” and Heidelberg makes no warranty as to  
its accuracy or use. Any use of the technical documentation or information contained herein is at the risk of the user.

https://news.heidelbergusa.com/whitepapers/
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